BEZPECNOSTNI PRAVIDLA / SECURITY RULES

Creditinfo Soutions s.r.o.

1. DATOVA CENTRA
1.1. Infrastruktura

Servery jsou umistény bud v datacentru v pronajatych

rackovych stojanech nebo vcloudovém prostredi

poskytovaném  mezinarodnimi  spole¢nostmi  (napf.

Microsoft Azure, Amazon Web Services atd.).
1.2. Redundance

Pfi umisténi serverl v datacentrech jsou uplatfiovana

standardni opatreni pro zajisténi redundance, zejména:

. Zalohovy zdroj napajeni
. Zalohové pripojeni k siti internet
. Virtualizace clusterd s n+1 hosty a prepinaci

Pokud jsou zdroje ziskavany od mezinarodnich spole¢nosti
poskytujicich cloudové technologie, pak je redundance
zajisténa a témito jako

poskytovana spole¢nostmi

standardni soucast placené sluzby.
1.3. Napajeni

Jak je uvedeno vyse, tato oblast obecné zavisi na vybraném
typu datacentra. Vidy musi byt zajisténa niZe uvedenad

minimalni Groven:

. Ochrana proti vypadku proudu
transformatorovymi  stanicemi  vcetné
pojistek

. Diesel generatory k prekonani

dlouhodobého vypadku proudu

. UPS  zalozni

bateriovymi

jednotky s oddélenymi

moduly  k prekonani

kratkodobého vypadku proudu
1.4. Operacni systémy serveru

CRKI zajistuje svoji ¢innost zejména na zakladé produktl
Microsoft, ve vétSiné pripadi tak bude pouZivan MS

Windows Server OS. Konkrétni verze se lisi s ohledem na
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1. DATA CENTRES
1.1. Infrastructure

Servers are placed either in the datacenter within rented
racks or in cloud environments provided by international
companies (e.g. Microsoft Azure, Amazon Web Services

etc.).
1.2. Redundancy

When

redundancy measures are put in place, mainly:

servers are in datacenters, then standard

. Redundant power supply

. Redundant internet connection

. Cluster virtualization with n+1 hosts and
switches

When

companies providing cloud technologies, then redundancy

resources are purchased from international
is managed by them and provided already as standard part

of the paid service.
1.3. Power

In general, as described in previous point, this dependent
on the chosen data center. Nevertheless, the following

minimum must be guaranteed:

. Protection against power outages by
transformer stations including circuit
breakers

. Diesel generators to overcome a longer
power outage

. UPS units with separate battery modules to

overcome a shorter power outage

1.4. Server Operating Systems

CRKl is mainly a Microsoft based company, so in most of the
cases MS Windows Server OS is used. Versions are

dependent on the solution, nevertheless it must be always
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reSeni, vzdy vsak musi byt systém pofizen na zakladé

odpovidajici licence véetné zajisténi dodatecnych updatd.

Pokud jsou zdroje ziskavany od mezinarodnich spolec¢nosti
poskytujicich cloudové technologie, licence pro operacni

systémy jsou standardné soucasti placené sluzby.
1.5. Zachovani provozu

CRKI je odpovédnd za vytvoreni a udrZovani aktudlnich
planh k zachovani provozu ohledné vybranych stfednich a
vysokych hrozeb pro hostovana reseni na jejich vlastnich
serverech. Soucasti kazdého planu bude popis povinnosti,
situaci vedoucich k zahajeni postupl podle planu, popis
kritickych/mimoradnych situaci, reportovaci metody a
popis
kritické/mimoradné situace.

¢innosti  jednotlivych osob v pribéhu FeSeni

2. SITE A PRENOS
2.1. Pfenos dat

CRKI zajistuje ve spolupraci s UzZivatelem ochranu pfenosu
dat. Uvedené je zajisténo minimalné vyuZitim firewall
feseni, které je nejdilezitéjsim aspektem viceuroviiového
pfistupu v oblasti zabezpeceni siti. Smyslem Firewall je
filtrovat internetovy provoz za Ucelem zmirnéni rizik a ztrat
soucasném

spojenych s bezpecnostnimi hrozbami, pfri

zajisténi odpovidajici irovné dostupnosti uZivateli.

bude
bezpecénostni sluzby:

Firewall (pfinejmensim)  zajistovat nasledujici

. Kontrola pfistupl mezi dlvéryhodnymi

vnitfnimi a neznamymi vnéjsimi sitémi

. Blokovani nevyZadaného provozu dle

nastavenych pravidel Firewall

. Utajeni informaci pred siti Internet, jako
jsou systémova jména, sitové topologie a

ID vnitfnich uZivatell
. Logovani provozu do a z vnitfni sité

. Poskytovani zabezpeceného VPN pfipojeni

(pokud je pouzitelné a vyzadované)
2.2. External Attack Surface

Hostovand teSeni CRKI jsou chranéna proti externim
utoklm odpovidajicim Firewall feSenim véetné pokrocilych

rozsifeni (napf. webova aplikace firewall, GEO IP filtering,
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correctly licensed and covered by software assurance for

further updates.

When

companies providing cloud technologies, licenses for OS are

resources are purchased from international

already standard part of the paid service.
1.5. Business Continuity

CRKI is responsible for making and keeping up-to-date
relevant continuity plans for all selected medium and high-
risk threats to hosted solutions on its own servers. Part of
each continuity plan must be description of responsibilities,
situations which are impulse for initiation of such plan,

description of critical/emergency situation, report method

and description of personal activities during
critical/emergency situation solving.
2. NETWORKS AND TRANSMISSION

2.1. Data Transmission

CRKI in cooperation with the User ensures the data
transmission security. This is by minimum done via firewall
solution, which is top element of a layered approach in
network security. The purpose of such Firewall is to filter
Internet traffic in order to mitigate risks and losses
associated with

security threats, while maintaining

appropriate levels of access for users.

The firewall will (at minimum) perform the following

security services:

. Access control between the trusted
internal network and untrusted external

network

. Block unwanted traffic as determined by

the firewall rule set

. Hide information, such as system names,
network topologies, and internal user IDs,

from the Internet

. Log traffic to and from the internal network

. Provide virtual private network (VPN)

connectivity (if applicable and required)
2.2. External Attack Surface

Hosted solutions by CRKI are protected against external
attacks with appropriate Firewall solutions including

advanced extensions (e.g. Web application firewall, GEO IP
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Botnet filtering atd.), pokud jsou pouZitelna a vyZzadovana.
Pokud jsou zdroje ziskavany od mezinarodnich spolec¢nosti
poskytujicich cloudové technologie, je vyuZito stejné nebo

vyssi Urovné ochrany.
2.3.  Zjisténi naruseni

Hostovand feseni CRKI jsou chranéna proti naruseni
odpovidajicim Firewall feSenim véetné pokrocilych rozsireni
(napf. webova aplikace firewall, GEO IP filtering, Botnet
filtering atd.), pokud jsou pouZitelna a vyzadovana. Pokud
jsou zdroje ziskavany od mezinarodnich spolec¢nosti
poskytujicich cloudové technologie, je vyuZito stejné nebo

vyssi Urovné ochrany.
2.4, Reakce na bezpecnosti incidenty

CRKI je odpovédné za monitorovani a feSeni vSech

bezpeénostnich incidentl a zranitelnosti ohledné
hostovanych feseni. Kazdy incident musi byt zaznamenan
v odpovidajicim systému a roztfidén podle zavaZznosti.
Uvedeny postup bude popsan ve vnitfnich smeérnicich
(standardné v ramci dokumentace k I1SO 27001, pokud je

dostupna).
2.5.  Sifrovaci technologie

Hostovana reSeni CRKI, kterd jsou vystavena siti internet,
budou k prenosu dat tykajicich se chranénych informaci
vzdy primarné vyuzivat Sifrovany HTTPS protokol. Pokud
jsou zdroje ziskdvany od mezinarodnich spolecnosti
poskytujicich cloudové technologie, je vyuzito stejné nebo

vyssi Urovné ochrany.
3. PRISTUPY A KONTROLA
3.1. Kontrola zabezpeceni provozu datového centra

Pokud jsou servery CRKI umistény v pronajatych rackovych
stojanech, jsou tyto stojany uzamceny a pfistup k nim je
umoznén jen opravnénym osobam. Okoli datacentra musi
byt hliddno kamerovym systémem a kazdy fyzicky pfistup

musi byt zaznamenan.

3.2. Postupy pfi fyzickych pristupech k datovym

centriim

Zalezi na tom, zda je datacentrum provozovano

s nepretrZitou podporou na misté, kterda monitoruje
veskeré fyzické pristupy a odemyka stojany po identifikaci
opravnéné osoby. Pokud je datacentrum provozovano bez
takovéto podpory, pak jsou zpravidla uplatiovana dalsi

bezpecnostni opatfeni jako: pristup na zakladé kontroly
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filtering, Botnet filtering etc.) if applicable and required.
When

companies providing cloud technologies, similar or higher

resources are purchased from international

protection is also applied.
2.3. Intrusion Detection

Hosted solutions by CRKI are protected against intrusion
incidents with appropriate Firewall solutions including
advanced extensions (e.g. Web application firewall, GEO IP
filtering, Botnet filtering etc.) if applicable and required.
When resources purchased from international companies
providing cloud technologies, similar or higher protection is

also applied.
2.4. Incident Response

CRKI is accountable for monitoring and solving all security
incidents and vulnerabilities regarding the hosted solutions.
Each incident has to be recorded in appropriate system
sorted out without delay based on the incident severity.
Such process should be described in internal guidelines
(usually within ISO 27001 documentation if applied).

2.5.  Encryption Technologies

Hosted solutions by CRKI which are exposed to internet
should always primarily use crypted HTTPS protocol for
When

companies

data transfers of all confidential information.

resources purchased from international
providing cloud technologies, similar or higher protection is

also applied.
3. ACCESS AND SITE CONTROLS
3.1. On-site Data Center Security Operation

When CRKlI’s servers are placed in the datacenter within
rented racks, these racks need to be locked and accessible
only by authorized persons. The perimeter of datacenter
must be monitored by video surveillance system and all

visits must be logged.

3.2. Data Center Access Procedures

Depends if the datacenter is with 24/7 technical on-site
support which then monitor all visits and unlocks the racks
after the identification of authorized person. If datacenter
is self-managed, then usually additional security measures

appliers such as: finger print access to datacenter
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otisku prstd, pokrocilé monitorovani kamerovym systémem

s vyuzitim dalkové pfitomnosti bezpecnostni sluzby atd.

3.3.  Zabezpeceni zafizeni nachazejicich se v datovém

centru

Pokud jsou servery CRKI umistény v pronajatych rackovych
stojanech, tyto stojany nedovoluji pfipojeni Zadnych
externich zafizeni neopravnénymi osobami. Kazdé zafizeni
musi mit Stitek s vlastnim ID a musi byt zapsano v seznamu
umisténych zatizeni. Bez védomosti opravnénych osob
odpovédnych za umisténa zafizeni neni mozné prindset

nebo odnaset jakakoli externi zafizeni.
3.4, Zabezpeceni infrastruktury

Fyzicky pFistup k serverim a aktivnim sitovym prvkim u
hostovanych feseni CRKI na jejim vlastnim HW je dovolen
pouze opravnénym osobam. Mistnost se servery a
aktivnimi sitovymi prvky je povinné uzamknuta. Mistnost je
uzamknuta elektronickym zamkem s moznosti logovanych

vstupl, nebo je logovani zajisténo odpovédnou osobou.

3.5. Kontrola pFistupt

Pfistupova prdva k hostovanym systémOm CRKI jsou

Based Access Control (RBAC).
pfipadech je

Pouze ve vyjimecnych

mozné pridélit  pristupové prdvo
prostiednictvim uzivatelského uctu. Jednotlivym rolim jsou
pfidélena pouze nezbytné potfebna prava. Kontrola
pfistupu je fizena autorizovanymi administratory systému a
vSechny pfistupy musi byt vytvoreny nebo ménény pouze
zadosti

na zakladé schvalené pfislusnym  majitelem

prislusného systému (typicky Service Desk).

3.6. Pristupova politika

mozném rozsahu (pokud je to technicky mozZné).
UZivatelské heslo se musi skladat z 8 znakl (nejméné);
heslo administratora se musi skladat nejméné z 12 znakad.
Viechna hesla musi byt (pokud je to technicky mozné)
dostatecné komplexni, coz je pfi splnéni alesponn 3
z nasledujicich 4 podminek: 1. velka pismena (A-Z), 2. mala
pismena (a-z), 3. ¢isla (0-9), 4. nenumerické znaky (napf. !,
S, #, %)

pridéleného hesla pfi prvnim prihlaseni. Heslo musi byt

Systém musi poZadovat zménu docasné

zménéno po urcitém Casovém obdobi (typicky 90 dni).

4. DATA
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perimeter, advanced monitoring via surveillance system

with remote security service etc.

3.3. On-site Data Center Security Devices

When CRKI’s servers are placed in the datacenter within
rented racks, these racks do not allow to connect any
external devices by any unauthorized persons. Each device
has to be labeled with its own ID and documented in list of
placed devices. It is not possible to bring or take any device
without the

knowledge of authorized personnel

responsible for placed HW.
3.4, Infrastructure Security Personnel

Physical access to servers and active network components
by CRKI hosted solutions on its own HW is permitted only
to competent persons. The room with placed servers and
active network components is under regime of obligatory
locking. The room is either locked by electronic lock with
possibility of entrances logging or logging is done by
responsible person.

3.5.  Access Control and Privilege Management

Access rights to CRKI hosted systems are assigned by Role-
Based Access Control (RBAC) to the greatest extent
possible. Only in exceptional situations it is possible to
assign access right by user account. To roles are allocated
only strictly necessary permissions. Access Control is
managed only by authorized System Administrators and all
accesses must be created or altered only on basis of
approved request by relevant owner in desired system

(typically Service desk).

3.6.  Access Policy

The following rules shall be applied as much as possible (if
technically applicable). User password has to consist of 8
characters (at least); Administrator's password shall contain
at least 12 characters. All passwords must fulfill (where
technically possible) the requirement on complexity, which
is at least 3 of following 4 conditions: 1. capital letters (A to
Z); 2. small letters (a to z); 3. numbers (0 to 9); 4. non-
alphanumeric character (e.g. !, S, #, %). System has to
require the change of temporarily assigned password
during first login to the system. Password must be changed

after defined period of time (typically 90 days).

4. DATA
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4.1. UloZeni dat, oddélenost, logovani

Kazdy hostovany systém CRKI ma vlastni oddélené servery
(fyzické nebo virtualni). Pfistupova prava jsou nastavena za
ucelem striktni ochrany a oddéleni téchto systému od sebe.
Kontrolni zaznamy jsou nasledné nastaveny na serverech
CRKI k zaznamenani nastavenych privilegovanych operaci,
monitorovani chodu a vypadkd systému, vSech pokusl o

neopravnény pristup a chyb.
4.2, Postupy pfi mazani pamétovych médii

Pti likvidaci a vyfazovani zafizeni zpracovavajicich data je
tieba dbat na to, aby vSechna pamétovd media (napf. hard
disky pocitacl a serverl, pamétové karty suloZenou
konfiguraci sitovych prvkd, pamétové karty mobilnich
telefonu atd.), kterd obsahuji citliva/chranéna data a data
ohledné konfigurace, byla pred likvidaci nebo vyrazenim
neobnovitelné smazana. Pokud je elektronické pamétové
medium smazano, musi dojit k pfeformatovani a prepisu
nahodnymi daty, minimalné v tfech po sobé nasledujicich
cyklech. Je vhodné vyuZit specializovany software, ktery

zajisti poZadovany postup.

Pokud neni mozné provést bezpecny vymaz nebo je treba
zafizeni z rozlicnych dlvodl fyzicky zniéit, pak musi byt
provedena destrukce neumozniujici dalSi pouZiti zafizeni
nebo cteni informaci uloZenych na zafizeni. Likvidaci
zarfizeni zajistuje odpovédna osoba na zakladé spoluprace

se smluvnim partnerem.
5. 0SOBY
5.1. Chovani

Kazdy uzivatel disponuje unikatnim ptihlaSovacim jménem
za UcCelem sledovani odpovédnosti jednotlivych osob pfi
vykonavanych €innostech. Sdileni uZivatelskych jmen neni
dovoleno. U kazdého uZivatele musi byt dodrzena pravidla
tvoreni hesel uvedend vyse. UZivatel se vidy musi fidit
vhitfnimi predpisy a bezpecnostnimi pokyny, které tvofi
soucast vnitfni dokumentace uplatiované v ramci CRKI
(standardné v rdmci dokumentace k ISO 27001, pokud je
dostupna). Uvedend dokumentace musi zahrnovat alespon
politiku prazdného stolu a obrazovky, pravidla pro uzivani
SW na koncovych stanicich uZzivatell, ochranu pred
Skodlivym kédem, pravidla pro nakladani s IT vybavenim a

pro uzivani informacnich a komunikacnich sluzeb.

5.2.  Skoleni
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4.1. Data Storage, Isolation and Logging

Each hosted CRKI system is having its own separated
servers (either physical or virtual). Access rights are then set
to strictly protect and isolate such systems from each other.
Audit logs are then set-up on CRKI servers to record default
privileged operations, monitors the system operation and
its outage and all attempts on unauthorized accesses and

errors.

4.2. Disk Erase Policy

During the liquidation and removing of devices on the data
processing it is needed to observe that all memory medium
(e.g. computer and servers hard discs, memory cards with
the saved configuration of network elements, cell phones
memory cards etc.) which contain the sensitive/secret data
and configuration data were before removing or liquidation
irrecoverable deleted. When electronic data medium is
erased there have to be done reformat and rewriting of
random data, minimally in three consecutive cycles. It is
convenient to use specialized SW tools which ensure given

process.

If it is not possible to do secure erasing or given device has
to be physically destroyed from different reasons, then it is
needed to do the destruction so that it would not be
possible to use given device or to read information from
this device. Carrying out the liquidation ensures responsible

person through a contractual partner.
5. PERSONNEL SECURITY
5.1.  Conduct

Every user has a unique user name in order to be able to
trace individual’s responsibility for the performed activity.
Sharing the user names is not allowed. For each user then
has to be applied password policy described above. User
has to always follow all defined internal rules and security
guidelines which form part of internal documentation
CRKI ISO 27001

documentation if applied). Such documentation should

applied  within (usually  within
include at least clear desk and screen policy, rules for usage
of SW on end user stations, malicious code protection, rules
rules for usage of

for handling IT equipment and

information and communication services.

5.2. Training
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Skoleni ohledné bezpe¢nostnich opatieni a pravidel musi
byt absolvovano vsemi zaméstnanci nebo jinymi pracovniky
nejméné jedenkrat rocné (vétsinou vramci ISO 27001

povinného ro¢niho skoleni).
6. SUBDODAVATELE

Fyzicky nebo jiny pfistup tfetich osob (subzpracovatel)
k informacénim zdrojim neni mozny, dokud nejsou zvazena
vSechna rizika tyto zdroje ohrozZujici. Zjisténa rizika
vztahujici se k pristupu tretich osob musi byt odstranéna
CRKI je

identifikaci téchto rizik a navrh opatteni. Je nezbytné, aby

odpovidajicimi  opatfenimi. odpovédnd za
byl zpracovan zaznam o pfistupu tretich osob, ktery bude

ovéren odpovédnou osobou CRKI.

Ve smlouvach stretimi osobami musi byt zahrnuty,

pripada-li to v Uvahu, nasledujici podminky:

. Obecna bezpecnostni pravidla

. Popis sluzeb, které budou pfistupné tretim
osobam

. Postupy zajistujici navrat vsech zdroji a
jejich likvidaci po skonceni smluvniho
vztahu

. Odpovédnost za zabezpeceni zdrojl

. Pravo monitorovani a zdkazu aktivit tretim
osobam

. Cilova uroven sluzeb a neakceptovatelna
uroven sluzeb

. Podminky spoluprace s dodavateli tretich
osob

. Pravo kontroly smluvnich povinnosti
s vyuZitim externich auditort

. Systém hlaseni incident(

. Sankce za poruseni pravidel

. Odpovédnosti  vychazejici  z pravnich
pozadavk

. Odpovédnost za instalaci, technickou

udrzbu a za software
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Training of the security measures and rules must be
completed by all workers at least once a year (this is usually

done within ISO 27001 yearly mandatory training).

6. SUBPROCESSORS

A physical or logical access of third parties (subprocessors)
to information assets cannot be allowed until all the risks
that may threaten these assets are considered. The
identified risks related to the access of third parties have to
be covered with appropriate measures. CRKI is responsible
for the identification of such risks and proposal of
measures. It is necessary there exists a record about the
access of the third party which is verified by responsible
CRKI worker.

In contracts with external parties should be, in cases where

it makes sense, included at least the following
requirements:

. General information security rules

. Description of the services that will be

available to the third party

. Procedures which ensure return of all
assets and its disposal after the termination

of contractual relation
. Responsibility for the security of assets

. The right to monitor and to prohibit
activities of third party

. Target level of service and unacceptable

level of services

. Terms of cooperation with third party
subcontractors
. The right to audit contractual obligations

also through external organizations

. Security incident reporting system
. Penalties for breaking the rules
. Responsibility which arises from valid legal

requirements

. Responsibility for installation, technical

maintenance and for the software

Strana 6z 7



. Jasné specifikovana pravidla fizeni zmén

. Popis ovéritelnych kritérii pInéni a zplisobu

jejich monitorovani

Vyse uvedené podminky pro smlouvy s tretimi osobami

mohou byt splnény uzavienim dohody o micenlivosti.

. Clear and specified procedure of change
management
. Description of a verifiable criteria of

performance and a way of their

observation

The above described requirements for the contract with the
third party may be settled by signing a non-disclosure
agreement.
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